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Health data have enabled significant breakthroughs
in medicine. A recent endorsement is the Nobel Prize in
Chemistry awarded to the AlphaFold project, the artificial
intelligence (Al) tool developed by Google DeepMind to pre-
dict the structure of proteins, thus enhancing advances in
deep learning and experimental approaches.’

Consequently, the diffusion of Al — “machine-based sys-
tems with different levels of autonomy and post-deployment
adaptation” — in the life sciences has rendered the process-
ing of training, validation and testing health data (hereafter
collectively ‘training data’) increasingly vital, according to
the definitions provided in article 3(1)(29), (30), (31), (32)
and (37) of the European Union (EU) regulation 2024/1689,
Artificial Intelligence Act (AIA),? which lays down harmo-
nized rules on Al.

Provided IA is intended to be placed on the market, ei-
ther as a safety component or itself as a product, it is a
high-risk system. This is the case of Al as a medical device
(AlaMD), which generally relies on the processing of high-
quality and representative training data to safeguard perfor-
mance and safety.® In this regard, the challenge is harmo-
nizing Al and MD requirements with privacy rights, as per
article 6(1) subparagraphs (a) and (b), and section A (11) of
annex | to the AIA.#

Data protection is enshrined as a fundamental right in
several international treaties in Europe and the EU, includ-
ing in the European Convention on Human Rights, and
enhanced mainly by Regulation (EU) 2016/679 — General
Data Protection Regulation (GDPR)® — which safeguards
the privacy of data subjects.® The GDPR provides agnostic
and strict rules for personal data processing, regardless of
sector, including healthcare. The safety of MD is affected
by the requirements of Regulation (EU) 2017/745 — the
Medical Devices Regulation (MDR)” — and Regulation (EU)

2017/746° — in vitro Diagnostic Medical Devices Regula-
tion (IVDR). Member States’ laws complement these EU
Regulations.

To understand the impact in practice, for the sake of
clarity, it is essential to bear in mind the following defini-
tions: personal data (any directly or indirectly identifiable in-
formation relating to an individual person, including pseud-
onymized non-anonymous data — e.g., encrypted clinical
episodes, user numbers, notes and more); data processing
(series of processing activities, from collection, structuring,
storage, interconnection and erasure, e.g.) and data con-
troller (legal person who defines the means and purposes
of the processing, e.g. manufactures, deployers, sponsors
of a clinical study), under article 4 (1) (2) (7) and (8) of the
GDPR.?

Once the key concepts have been established, the next
step is to safeguard the interest in setting up datasets to
train AlaMD overall. What is the most appropriate legal ba-
sis of the GDPR, and how does it make his interest legiti-
mate, without jeopardizing biomedical innovation and pa-
tients’ rights?

Putting the issue in perspective

The application of AlaMD has raised concerns about
its reliability and safety. A 2019 study compared the perfor-
mance of Al with that of human doctors in diagnosing dis-
eases, revealing that although Al needs more data and re-
finement, it shows promising results, especially in fields like
image recognition. However, challenges persist. In a study
carried out in Uganda in 2023, an Al algorithm showed poor
performance in identifying dermatological diseases in dark
skin compared to light skin, e.g.® Diversifying training data
throughout the device’s lifecycle remains critical for con-
tinuous safety and performance monitoring across a wide
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spectrum of scenarios of Al application in healthcare.

The digitalization of healthcare is generating a mas-
sive amount of data beyond human processing capacity.
By increasing cognitive capacities, Al can support doctors
in better-informed and precise decision-making. However,
the success of AlaMD depends on the representativeness
of the training data,” especially as the reliability of Al ca-
pabilities is fundamental to patient care, and for the trust
and accountability of the doctor as the human operator and
overseer of the Al system, as established in article 14(2),
and recitals 66 and 73 of the AlA.

The World Health Organization 2021 guidelines report
that “generating evidence for Al-Based MD” “emphasizes
using high-quality and representative data”. The recom-
mendations underline the need for a robust database to en-
sure the safe performance of AlaMD in medical practice.'?

From the data protection angle, processing training data
for AlaMD requires a consistent legal basis. The GDPR
provides several without hierarchy, including the subject’s
consent and the data controller’s legitimate interest — manu-
facturer or deployer, for example.

The development and deployment data processing
phases of artificial intelligence involve separate purposes
(thus constituting separate processing activities). In life sci-
ences, consent is often applied as a legal basis, as it pro-
vides data subjects with greater transparency and control.
However, consent may not be the optimal data protection
approach, particularly in large-scale cases where it is un-
feasible to ensure individual consent and its conditions.™

Hence, if the conditions for consent are not met under
GDPR article 7 at the data collection development phase,
then in subsequent deployments, the lawfulness will be af-
fected, thus contradicting the continuous monitoring and
improvement requirements.™ For instance, when data pro-
cessing in the deployment phase is based on controller or
third-party legitimate interest, in the event that the original
data collection was unlawful (for example, consent condi-
tions not appropriate due not informing data subjects about
secondary data processing purposes), when assessing the
legitimate interest adequacy as legal basis (data subjects
may not expect such further processing, for example), it
could be poisoned and compromised, according to “Opinion
28/2024” of the European Data Protection Board (EDPB)
“on Al models for the processing of personal data”."®

On the other hand, legitimate interest may provide a
more appropriate legal basis in both phases, as long as
it can be demonstrated that data processing is indispens-
able for safety and performance intended purposes of the
AlaMDs. This quality and safety based legitimate interest
must be carefully balanced so the rights of the data subjects
are not jeopardized.
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Strategic perspective

The GDPR may allow the processing of sensitive health-
related personal data, as long as there are valid legal bases.
The training data processing must ensure safety and perfor-
mance, balancing the privacy of the data subjects. The de-
cision between consent versus legitimate interest depends
on the specific scenario, and a meticulous analysis is es-
sential to determine the most appropriate legal basis on a
case-by-case basis.

The data controller’s legitimate interest relies on three
cumulative conditions. As a balancing test, the interest
should be lawful — not contrary to the law; clearly and pre-
cisely articulated — not general; real and present — not spec-
ulative, as per the “Guidelines 1/2024 on the processing of
personal data based on Article 6(1) (f) GDPR” by EDPB."

In the AlaMD development and deployment, under
Quality Management Systems, those requirements are in
place when the common purpose is related to ensuring high
standards of quality, safety and privacy, as per article 10
AlA and the complementary legal basis under Article 9 (2)
subparagraph (i) GDPR, allowing health data processing. It
is also a condition for placing and maintaining the product
on the EU market, under Article 5 MDR.

Therefore, it is suggested that collecting and (re)using
health data (development and deployment) throughout the
AlaMD lifecycle could be grounded in the legal basis of le-
gitimate interest; provided this interest is not limited to the
economic sense, and also provided there is recognition of
this interest by the law, as is the case with security and qual-
ity purposes. Although controversies in case law that are
not covered in this paper due to space constraints, in gen-
eral, if the interest is purely material, this legal basis may
have no effect.”®

CONCLUSION

If the Al model is non-anonymous (the probabilistic
chances of extracting personal data for development and
from queries are not insignificant) as per EDPB “Opinion
28/2024”, we suggest that legitimate interest based on qual-
ity and safety reasons could reveal a balanced legal basis
for health data processing on development and deployment
of AlaMDs, as the device’s performance and patients’ safety
are commonly paramount to EU law, suppliers, deployers,
doctors, and patients.
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